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Abstract  

This white paper provides guidelines for integrating a Microsoft Dynamics Mobile 

2008 application with a business solution; describing the architecture, integration 

components, and design considerations. 
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Introduction  

Microsoft DynamicsTM Mobile 2008 ð Mobile Development Tools provides the overall architecture for 

mobile applications to connect to and communicate with business solutions. Mobile Development Tools ð 

Server Components comprises the middle tier of the Mobile Development Tools architecture and acts as 

the bridge between mobile clients and the business solution. Through Mobile Development Tools ð Server 

Components, Windows Mobile 5.0 or Windows Mobile 6.0 devices can exchange data with a business 

solution server over various network types. The main component of Mobile Development Tools ð Server 

Components is the server connector, which facilitates the integration to the business solution. The server 

connector is different from business solution to business solution. Mobile Development Tools ð Server 

Components supports integration with Microsoft DynamicsTM AX and Microsoft DynamicsTM NAV out of 

the box, but also supports integration with other business solutions by enabling you to develop custom 

server connectors and integration components.  

For the purpose of this document, a business solution is any system for storing data sent from a Microsoft 

Dynamics Mobile 2008 application. A business solution can be an ERP solution, such as Microsoft Dynamics 

AX and Microsoft Dynamics NAV, a CRM system, a Microsoft SQL Server, or the file system. Depending on 

the business solutionõs functionality and the required business logic, integrating a Microsoft Dynamics 

Mobile 2008 application is different for each business solution. For this reason, this document does not 

provide detailed instructions on developing the integration components. Instead, it explains the concepts 

behind the Mobile Development Tools and provides considerations and recommendations. 

Mobile Architecture and Inte gration Component Overview  

Figure 1 illustrates the end-to-end connection between a mobile device that is installed with a Microsoft 

Dynamics Mobile 2008 application and a business solution. Data transactions from the mobile device to 

the business solution, such as updating a customer or placing an order, are stored as XML in request 

documents. Request documents are sent over the network through the document service of Mobile 

Development Tools ð Server Components. The document service forwards request documents to the server 

connector, which provides the interface to the business solution. 

 

Figure 1: Microsoft Dynamics Mobile 2008 ð Mobile Development Tools Architecture 
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The server connector is a .NET type that handles communication between the document service and the 

business solution. The design and implementation of the server connector varies from business solution to 

business solution depending on the technology used to interface the business solution and the 

characteristics of the business solution itself. The server connector typically uses the standard 

communication protocols and/or APIs exposed by the business solution. 

To process request documents in the business solution, the system must include some form of business 

logic. You can implement the business logic as part of the server connector or the business solution, or by 

using a third-party application. When deciding on which implementation to choose, consider the 

functionality and scale of the business solution. For example, if you have a full-scale business solution, like 

an ERP system, you will most likely implement the business logic in the business solution itself. On the 

other hand, if you simply want to store request documents to a file system, then embedding the business 

logic in the server connector is a good choice. 

Communication Between the Mobile Client and the Server 

Connector 

The Mobile Development Tools architecture enables synchronous communication between mobile clients 

and the business solution, meaning that a mobile client sends a request document to the business solution 

and then waits for a response indicating the success or failure of the transaction across the network. 

Communication Protocol  

By default, Mobile Development Tools architecture uses Hypertext Transfer Protocol over Secure Socket 

Layer (HTTPS) over the Internet connection between the mobile client and document service. We 

recommend that you use HTTPS to help secure the data that is sent from mobile clients. However, if you 

use a Virtual Private Network (VPN) or other secure communication technology , then HTTPS is not 

necessary. 

Communication Flow Between a Mobile Client and Business Solution  

Mobile clients send request documents to the document service of Mobile Development Tools ð Server 

Components. The document service passes the request to the server connector, which then passes the 

request document to the business solution for processing. Figure 2 illustrates the general communication 

flow between the mobile client and the business solution. A step-by-step description of the process is as 

follows: 

 

Figure 2: General communication flow from the mobile client to the business solution 
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1. Using the credentials that the mobile user provides, the mobile client connects to the document 

service over the Internet. The user is validated on document service using Active Directory. 

2. The mobile client sends a request to the document service. The request contains the message ID, the 

device ID, and the request document XML. For more details, see Client Request Overview. 

3. The document service passes the request document to the server connector. 

4. The server connector transfers the request document to the business solution. 

5. The business solution processes the request document. 

 If the request document is stored or processed successfully, a response is sent back to the mobile 

client and the request document is deleted from the mobile client. For more information, see 

Working with Responses from the Business Solution. 

 If an error occurs, and prevents the request document from being stored or processed, an 

exception is thrown to the mobile client. The mobile device tries to resend the request document 

again and again until it receives a response from the business solution that indicates that the 

request document has been stored. For more information, see Error Handling. 

Requests from the Mobile Clients 

Work captured on the mobile client is kept in request documents. A request document is an XML 

document that represents a business transaction or unit of work, such as creating a customer and placing 

an order, which the business solution can interpret and process. The content of a request document 

consists of the data captured by the tasklets in the application (see Figures 3 and 4). When a user submits a 

request from a mobile client, the request is added to a queue on the mobile client. When a network 

connection to document service is established, the mobile client sends the request to the document 

service. 

Note:  Each request document is handled as a separate transaction where only one request document is 

transmitted at a time. Once a request document is sent, the mobile client does not send another request 

document until a response or exception is received from the document service. This is important because 

Microsoft Dynamics Mobile 2008 applications work with or without a network connection. Before a request 

document is sent from a mobile client, it is added to a request document queue in the mobile application. 

If there is a network connection, the request document is sent. If there is not a network connection, then 

the request remains in the queue until there is one. So at any given time, there can be more than one 

request document in the queue. The mobile applicationõs configuration can further define rules as to when 

the network is used. 
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Figure 3: Request document handling by the mobile client 

The server connector and business solution must include the necessary logic to process the data contained 

in the request documents. Processing request documents typically involves the following: 

 Reading the XML data. 

 Converting the data to a form that is understood by the business solution. 

 Storing the data in the business solution database. 

 Returning a response to document service which then sends the response to the mobile client. 

Note:  Processing can also involve just saving the request document to a file system or server where the 

data can be extracted by means other than the business solution. 

Client Request Overview 

A request from a mobile client is sent over the network using http or https (default). The data package is 

structured as Simple Object Access Protocol (SOAP) over HTTP, consisting of a SOAP header and body. 

SOAP Header 

The SOAP contains the following information: 

 Message ID ð This is a unique number given to the request document by the mobile application. The 

business solution can use the message ID to check whether the request document already exists in the 

solution. See Handling Multiple Submissions of the Same Request Document. 

 Device ID ð This is the unique ID that is assigned to the mobile device by its manufacturer. 

SOAP Body 

The SOAP body contains the XML content of the request document. See Request Document XML Content. 
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Request Document Content  

To design the business logic for processing request documents, it is important to understand the contents 

of request documents. As a user navigates an orchestration in the mobile application on the mobile client, 

tasklets capture data and then serialize the data into XML blocks. The individual XML blocks of each tasklet 

are combined into a single request document that is sent to the business solution for processing. Figure 4 

provides a simplified illustration of this process for a three-tasklet orchestration used to create a customer. 

 
Figure 4: Generating a request document 

Every request document sent from mobile clients has the same basic structure that includes two types of 

content: base content and tasklet-specific content. The base content includes elements that must be 

present in every request document. Tasklet-specific content includes elements that contain the data 

contributed by the individual tasklets of the applicationõs orchestration. The following XML code 

demonstrates a sample request document for the wizard orchestration in figure 4, where the base content 

is shown in bold: 

<?xml version="1.0" encoding="UTF - 8" stan dalone="yes"?>  
<request name="CreateCustomer"  �F�U�H�D�W�H�G� �³��������- 05- 03 T01:43:00 - 12:00"  
   xmlns=" http://schemas.microsoft.com/Dynamics/Mobile/2007/04/Documents/Request ">  
  <requestData name="CustomerDetails">  
    <customer  
    xmlns=" http://schemas.microsof t.com/Dynamics/Mobile/2007/04/Documents/SampleApplication ">  
      <name>Fourth Coffee</name>  
      <email> maurice@fourthcoffee.com</email >  
      <type>10</type>  
    </customer>   
  </requestData>  
  <requestData name="CreditLimit">  
    <creditlimit  
    xmlns=" http://schemas.microsoft.com/Dynamics/Mobile/2007/04/Documents/SampleApplication ">  


